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Introduction

The functioning of any society depends on ensuring its safe, effective and efficient
development. Eliminating potential threats resulting from environmental factors,
thereby guaranteeing stability of life at an acceptable level of safety, are also highly
valued. In addition to the basic resources necessary for existence, such as water, food
production and distribution, shelter and electricity, increasing importance is attached
to various aspects that improve the quality of life. This category includes telephone
communication systems, the internet along with communications and transport
systems. All of these contribute to the comfort of everyday life and are under various
types of threat that cause disruptions in their functioning. Unfortunately, even minor
disruptions of a single system can lead to an increased level of emergency, and the
size and scope, as well as scale of such events does not only affect individuals, but
also significantly impacts the functioning of society and the entire state.

The catalogue of emerging disruptions that could turn into threats is very broad,
given the current political situation and the current level of technological and civili-
sational development. These include natural disasters, technological failures caused
by malfunctioning equipment or unintentional human action, acts of terrorism,
cyberterrorism, deliberate sabotage, social unrest and acts of war. Their presence
means that human existence depends on the state which should ensure stability by
using subsystems for identifying, counteracting and combating threats. These are
interlinked and form a functional unity in a so-called national security system.

Critical infrastructure is one of the essential elements of the national security
system. In order to ensure social stability, this system must maintain a balance be-
tween the activities of many specialised entities performing their statutory functions.
The protection of critical infrastructure is therefore one of the overriding tasks of
state authorities in their role as being responsible for the personal safety of citizens.
In Poland, this responsibility rests with many entities, such as national and local
government authorities and their administrations. Public institutions, organisations
and associations also bear this responsibility. In part it is also borne by society as
a whole; the citizens of Poland, functioning in various groups, communities, societies
and institutions.

The book consists of nine chapters. Chapter | presents the place of critical infra-
structure in the national security system, with particular emphasis on the citizen as
the subject of the state’s security policy. It also discusses issues related to terrorism
as it poses a particular challenge to the protection of critical infrastructure. Chapter
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Il analyses the terminology related to critical infrastructure protection. Chapter IlI
contains information on the National Critical Infrastructure Protection Programme
(NPOIK). Chapter IV presents the idea behind the Critical Infrastructure Protection
Service (SOIK), which it is evident should be established as soon as possible. Chapter
V contains the writer’s original research which in particular focuses on how Polish
citizens view their knowledge of critical infrastructure and the impact of its security
level on their personal safety. Chapter VI is devoted to considerations on the pro-
blems and challenges related to the protection of critical infrastructure in Poland,
with particular emphasis on the current legal situation. The last chapter concerns the
protection of critical satellite infrastructure and its importance for humanity.

This is an abridged version of the book Oblicza bezpieczeristwa paristwa. Bez-
pieczeristwo i ochrona infrastruktury krytycznej. Wybrane aspekty [Facets of State
Security — selected aspects of Security and the Protection of Critical Infrastructure].
Wydawnictwo Akademickie Jagiellonski Instytut Wydawniczy, Torun 2024 (ISBN
978-83-67201-46-9). It is intended for English-speaking readers, which is why the
chapter “Historyczne uwarunkowania ochrony infrastruktury krytycznej” |Historical
Conditions for the Protection of Critical Infrastructure], based on research conducted
in the Archives of the Institute of National Remembrance, has been replaced with
"Problems and challenges related to critical infrastructure protection with particular
emphasis on the current rule of law in Poland”. | am confident that this change will
be well-received by readers.
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